dyos solutions GmbH is collecting and storing information in
accordance to the EU law for Data protection and privacy.
All data are processed in correlance with the “Directive 2009/136/EC of the European
Parliament and of the Council of 25 November 2009 amending Directive 2002/22/EC on
universal service and users’ rights relating to electronic communications networks and
services, Directive 2002/58/EC concerning the processing of personal data and the
protection of privacy in the electronic communications sector and Regulation (EC) No
2006/2004 on cooperation between national authorities responsible for the enforcement of
consumer protection laws (Text with EEA relevance)”
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32009L0136

COLLECTION & USE OF INFORMATION COLLECTED
AUTOMATICALLY
We receive and store certain types of information automatically, such as whenever you
interact with the Sites or use the Services. This information does not necessarily reveal
your identity directly but may include information about the specific device you are using,
such as the hardware model, operating system version, web-browser software (such as
Firefox, Chrome, Safari, or Internet Explorer) and your Internet Protocol (IP)
address/MAC address/device identifier.
For example, we automatically receive and record information on our server logs from
your browser, including how you came to and used the Services; your IP address;
device type and unique device identification numbers, device event information (such as
crashes, system activity and hardware settings, browser type, browser language, the
date and time of your request and referral URL), broad geographic location (e.g. country
or city-level location) and other technical data collected through cookies, pixel tags and
other similar technologies that uniquely identify your browser. We may also collect
information about how your device has interacted with our website, including pages
accessed and links clicked. We may use identifiers to recognise you when you arrive at
the Site via an external link, such as a link appearing on a third party site.

HOW WE PROTECT AND STORE PERSONAL INFORMATION
We understand how important your privacy is, which is why "dyos solutions GmbH"
maintains (and requires its service providers to maintain) appropriate physical, technical
and administrative safeguards to protect the security and confidentiality of the personal
information you entrust to us.
We may store and process all or part of your personal and transactional information,
including certain payment information, such as your encrypted bank account and/or
routing numbers, in the United States and elsewhere in the world where our facilities or
our service providers are located. We protect your personal information by maintaining
physical, electronic, and procedural safeguards in compliance with the applicable laws
and regulations.
For example, we use computer safeguards such as firewalls and data encryption, we
enforce physical access controls to our buildings and files, and we authorise access to
personal information only for those employees who require it to fulfill their job
responsibilities. Full credit card data is securely transferred and hosted off-site by a
payment vendor in compliance with Payment Card Industry Data Security Standards
(PCI DSS). This information is not accessible to "dyos solutions GmbH" or Dyos staff.
However, we cannot guarantee that loss, misuse, unauthorised acquisition, or alteration
of your data will not occur. Please recognise that you play a vital role in protecting your
own personal information. When registering with our Services, it is important to choose a
password of sufficient length and complexity, to not reveal this password to any
third-parties, and to immediately notify us if you become aware of any unauthorised
access to or use of your account.
Furthermore, we cannot ensure or warrant the security or confidentiality of information
you transmit to us or receive from us by Internet or wireless connection, including email,
phone, or SMS, since we have no way of protecting that information once it leaves and
until it reaches us. If you have reason to believe that your data is no longer secure,
please contact us at the email address, mailing address or telephone number listed at
the end of this Privacy Policy.

HOW WE SHARE PERSONAL INFORMATION WITH OTHER
PARTIES
We take care to allow your personal information to be accessed only by those who really
need to in order to perform their tasks and duties, and to share with third parties who
have a legitimate purpose for accessing it. "dyos solutions GmbH" will never sell or rent
your personal information. We will only share your data in the following circumstances:
●

We share your information with third party identity verification services in
order to prevent fraud. This allows "dyos solutions GmbH" to confirm your
identity by comparing the information you provide us to public records and
other third party databases.

●

We may share your information with service providers under contract who
help with parts of our business operations such as bill collection, marketing,
and technology services. Our contracts require these service providers to only
use your information in connection with the services they perform for us, and
prohibit them from selling your information to anyone else.

●

We share your information with financial institutions with which we partner to
process payments you have authorised.

●

We may share your information with companies or other entities that we plan
to merge with or be acquired by. Should such a combination occur, we will
require that the new combined entity follow this Privacy Policy with respect to
your personal information. You will receive prior notice of any change in
applicable policies.

●

We may share your information with companies or other entities that
purchase "dyos solutions GmbH" assets pursuant to a court-approved sale
under EU bankruptcy law and / or where we are required to share your
information pursuant to insolvency law in the U.K. or in any other jurisdiction;

●

We may share your information with any third parties where required to do so
by applicable law or any court or other authority to which we are subject in
any jurisdiction; or we believe in good faith that the disclosure of personal
information is necessary to prevent physical harm or financial loss, to report
suspected illegal activity or to investigate violations of the "dyos solutions
GmbH" User Agreement and any other applicable policies.a

●

We may share your information with other third parties with your consent or
direction to do so.

If you establish a "dyos solutions GmbH" Account indirectly on a third party website or
via a third party application, any information that you enter on that website or application
(and not directly on a "dyos solutions GmbH" website) will be shared with the owner of
the third party website or application and your information will be subject to their privacy
policies.

HOW PERSONAL INFORMATION IS SHARED WITH
THIRD-PARTY SITES AND SERVICES
If you use your "dyos solutions GmbH" Account to transfer Digital Currency in
connection with the purchase or sale of goods or services, we or you may also provide
the seller with your shipping address, name, and/or email to help complete your
transaction with the seller. The seller is not allowed to use this information to market
their services to you unless you have agreed to it. If an attempt to transfer Digital
Currency to your seller fails or is later invalidated, we may also provide your seller with
details of the unsuccessful transfer. To facilitate dispute resolutions, we may provide a
buyer with the seller's address so that goods can be returned to the seller.
In connection with a Digital Currency transfer between you and a third party, including
merchants, a third party may share information about you with us, such as your email
address or mobile phone number which may be used to inform you that a transfer has
been sent to or received from the third party. We may use this information in connection
with such transfers to confirm that you are a "dyos solutions GmbH" customer, that
Digital Currency transfers are enabled, and/or to notify you that you have received
Digital Currency. If you request that we validate your status as a "dyos solutions GmbH"
customer with a third party, we will do so. You may also choose to send Digital Currency
to or request Digital Currency from an email address. In such cases, your user name will
be displayed in an email message notifying the user of the designated email address of
your action.
Please note that merchants you interact with may have their own privacy policies, and
"dyos solutions GmbH" is not responsible for their operations, including, but not limited

to, their information practices. Information collected by third parties, which may include
such things as contact details or location data, is governed by their privacy practices. We
encourage you to learn about the privacy practices of those third parties.
If you authorise one or more third-party applications to access your "dyos solutions
GmbH" Account, then information you have provided to "dyos solutions GmbH" may be
shared with those third parties. Unless you provide further authorisation, these third
parties are not allowed to use this information for any purpose other than to facilitate
your transactions using "dyos solutions GmbH" Services.

COLLECTION & USE OF INFORMATION COLLECTED
AUTOMATICALLY
We receive and store certain types of information automatically, such as whenever you
interact with the Sites or use the Services. This information does not necessarily reveal
your identity directly but may include information about the specific device you are using,
such as the hardware model, operating system version, web-browser software (such as
Firefox, Safari, or Internet Explorer) and your Internet Protocol (IP) address/MAC
address/device identifier.
For example, we automatically receive and record information on our server logs from
your browser, including how you came to and used the Services; your IP address;
device type and unique device identification numbers, device event information (such as
crashes, system activity and hardware settings, browser type, browser language, the
date and time of your request and referral URL), broad geographic location (e.g. country
or city-level location) and other technical data collected through cookies, pixel tags and
other similar technologies that uniquely identify your browser. We may also collect
information about how your device has interacted with our website, including pages
accessed and links clicked. We may use identifiers to recognise you when you arrive at
the Site via an external link, such as a link appearing on a third party site.
Please refer to the Dyos Cookie Policy for more information about our use of cookies.

HOW WE PROTECT AND STORE PERSONAL INFORMATION
We understand how important your privacy is, which is why "dyos solutions GmbH"
maintains (and requires its service providers to maintain) appropriate physical, technical
and administrative safeguards to protect the security and confidentiality of the personal
information you entrust to us.
We may store and process all or part of your personal and transactional information,
including certain payment information, such as your encrypted bank account and/or
routing numbers, in the United States and elsewhere in the world where our facilities or
our service providers are located. We protect your personal information by maintaining
physical, electronic, and procedural safeguards in compliance with the applicable laws
and regulations.
For example, we use computer safeguards such as firewalls and data encryption, we
enforce physical access controls to our buildings and files, and we authorise access to
personal information only for those employees who require it to fulfill their job
responsibilities. Full credit card data is securely transferred and hosted off-site by a
payment vendor in compliance with Payment Card Industry Data Security Standards
(PCI DSS). This information is not accessible to "dyos solutions GmbH" or Dyos staff.
However, we cannot guarantee that loss, misuse, unauthorised acquisition, or alteration
of your data will not occur. Please recognise that you play a vital role in protecting your
own personal information. When registering with our Services, it is important to choose a
password of sufficient length and complexity, to not reveal this password to any
third-parties, and to immediately notify us if you become aware of any unauthorised
access to or use of your account.
Furthermore, we cannot ensure or warrant the security or confidentiality of information
you transmit to us or receive from us by Internet or wireless connection, including email,
phone, or SMS, since we have no way of protecting that information once it leaves and
until it reaches us. If you have reason to believe that your data is no longer secure,
please contact us at the email address, mailing address or telephone number listed at
the end of this Privacy Policy.

HOW WE SHARE PERSONAL INFORMATION WITH OTHER
PARTIES
We take care to allow your personal information to be accessed only by those who really
need to in order to perform their tasks and duties, and to share with third parties who
have a legitimate purpose for accessing it. "dyos solutions GmbH" will never sell or rent
your personal information. We will only share your data in the following circumstances:
●

We share your information with third party identity verification services in
order to prevent fraud. This allows "dyos solutions GmbH" to confirm your
identity by comparing the information you provide us to public records and
other third party databases.

●

We may share your information with service providers under contract who
help with parts of our business operations such as bill collection, marketing,
and technology services. Our contracts require these service providers to only
use your information in connection with the services they perform for us, and
prohibit them from selling your information to anyone else.

●

We share your information with financial institutions with which we partner to
process payments you have authorised.

●

We may share your information with companies or other entities that we plan
to merge with or be acquired by. Should such a combination occur, we will
require that the new combined entity follow this Privacy Policy with respect to
your personal information. You will receive prior notice of any change in
applicable policies.

●

We may share your information with companies or other entities that
purchase "dyos solutions GmbH" assets pursuant to a court-approved sale
under EU bankruptcy law and / or where we are required to share your
information pursuant to insolvency law in the U.K. or in any other jurisdiction;

●

We may share your information with any third parties where required to do so
by applicable law or any court or other authority to which we are subject in
any jurisdiction; or we believe in good faith that the disclosure of personal
information is necessary to prevent physical harm or financial loss, to report
suspected illegal activity or to investigate violations of the "dyos solutions
GmbH" User Agreement and any other applicable policies.a

●

We may share your information with other third parties with your consent or
direction to do so.

If you establish a "dyos solutions GmbH" Account indirectly on a third party website or
via a third party application, any information that you enter on that website or application
(and not directly on a "dyos solutions GmbH" website) will be shared with the owner of
the third party website or application and your information will be subject to their privacy
policies.

HOW PERSONAL INFORMATION IS SHARED WITH
THIRD-PARTY SITES AND SERVICES
If you use your "dyos solutions GmbH" Account to transfer Digital Currency in
connection with the purchase or sale of goods or services, we or you may also provide
the seller with your shipping address, name, and/or email to help complete your
transaction with the seller. The seller is not allowed to use this information to market
their services to you unless you have agreed to it. If an attempt to transfer Digital
Currency to your seller fails or is later invalidated, we may also provide your seller with
details of the unsuccessful transfer. To facilitate dispute resolutions, we may provide a
buyer with the seller's address so that goods can be returned to the seller.
In connection with a Digital Currency transfer between you and a third party, including
merchants, a third party may share information about you with us, such as your email
address or mobile phone number which may be used to inform you that a transfer has
been sent to or received from the third party. We may use this information in connection
with such transfers to confirm that you are a "dyos solutions GmbH" customer, that
Digital Currency transfers are enabled, and/or to notify you that you have received
Digital Currency. If you request that we validate your status as a "dyos solutions GmbH"
customer with a third party, we will do so. You may also choose to send Digital Currency
to or request Digital Currency from an email address. In such cases, your user name will
be displayed in an email message notifying the user of the designated email address of
your action.
Please note that merchants you interact with may have their own privacy policies, and
"dyos solutions GmbH" is not responsible for their operations, including, but not limited

to, their information practices. Information collected by third parties, which may include
such things as contact details or location data, is governed by their privacy practices. We
encourage you to learn about the privacy practices of those third parties.
If you authorise one or more third-party applications to access your "dyos solutions
GmbH" Account, then information you have provided to "dyos solutions GmbH" may be
shared with those third parties. Unless you provide further authorisation, these third
parties are not allowed to use this information for any purpose other than to facilitate
your transactions using "dyos solutions GmbH" Services.

COLLECTION & USE OF INFORMATION COLLECTED
AUTOMATICALLY
We receive and store certain types of information automatically, such as whenever you
interact with the Sites or use the Services. This information does not necessarily reveal
your identity directly but may include information about the specific device you are using,
such as the hardware model, operating system version, web-browser software (such as
Firefox, Safari, or Internet Explorer) and your Internet Protocol (IP) address/MAC
address/device identifier.
For example, we automatically receive and record information on our server logs from
your browser, including how you came to and used the Services; your IP address;
device type and unique device identification numbers, device event information (such as
crashes, system activity and hardware settings, browser type, browser language, the
date and time of your request and referral URL), broad geographic location (e.g. country
or city-level location) and other technical data collected through cookies, pixel tags and
other similar technologies that uniquely identify your browser. We may also collect
information about how your device has interacted with our website, including pages
accessed and links clicked. We may use identifiers to recognise you when you arrive at
the Site via an external link, such as a link appearing on a third party site.
Please refer to the Dyos Cookie Policy for more information about our use of cookies.

HOW WE PROTECT AND STORE PERSONAL INFORMATION
We understand how important your privacy is, which is why "dyos solutions GmbH"
maintains (and requires its service providers to maintain) appropriate physical, technical
and administrative safeguards to protect the security and confidentiality of the personal
information you entrust to us.
We may store and process all or part of your personal and transactional information,
including certain payment information, such as your encrypted bank account and/or
routing numbers, in the United States and elsewhere in the world where our facilities or
our service providers are located. We protect your personal information by maintaining
physical, electronic, and procedural safeguards in compliance with the applicable laws
and regulations.
For example, we use computer safeguards such as firewalls and data encryption, we
enforce physical access controls to our buildings and files, and we authorise access to
personal information only for those employees who require it to fulfill their job
responsibilities. Full credit card data is securely transferred and hosted off-site by a
payment vendor in compliance with Payment Card Industry Data Security Standards
(PCI DSS). This information is not accessible to "dyos solutions GmbH" or Dyos staff.
However, we cannot guarantee that loss, misuse, unauthorised acquisition, or alteration
of your data will not occur. Please recognise that you play a vital role in protecting your
own personal information. When registering with our Services, it is important to choose a
password of sufficient length and complexity, to not reveal this password to any
third-parties, and to immediately notify us if you become aware of any unauthorised
access to or use of your account.
Furthermore, we cannot ensure or warrant the security or confidentiality of information
you transmit to us or receive from us by Internet or wireless connection, including email,
phone, or SMS, since we have no way of protecting that information once it leaves and
until it reaches us. If you have reason to believe that your data is no longer secure,
please contact us at the email address, mailing address or telephone number listed at
the end of this Privacy Policy.

HOW WE SHARE PERSONAL INFORMATION WITH OTHER
PARTIES
We take care to allow your personal information to be accessed only by those who really
need to in order to perform their tasks and duties, and to share with third parties who
have a legitimate purpose for accessing it. "dyos solutions GmbH" will never sell or rent
your personal information. We will only share your data in the following circumstances:
●

We share your information with third party identity verification services in
order to prevent fraud. This allows "dyos solutions GmbH" to confirm your
identity by comparing the information you provide us to public records and
other third party databases.

●

We may share your information with service providers under contract who
help with parts of our business operations such as bill collection, marketing,
and technology services. Our contracts require these service providers to only
use your information in connection with the services they perform for us, and
prohibit them from selling your information to anyone else.

●

We share your information with financial institutions with which we partner to
process payments you have authorised.

●

We may share your information with companies or other entities that we plan
to merge with or be acquired by. Should such a combination occur, we will
require that the new combined entity follow this Privacy Policy with respect to
your personal information. You will receive prior notice of any change in
applicable policies.

●

We may share your information with companies or other entities that
purchase "dyos solutions GmbH" assets pursuant to a court-approved sale
under EU bankruptcy law and / or where we are required to share your
information pursuant to insolvency law in the U.K. or in any other jurisdiction;

●

We may share your information with any third parties where required to do so
by applicable law or any court or other authority to which we are subject in
any jurisdiction; or we believe in good faith that the disclosure of personal
information is necessary to prevent physical harm or financial loss, to report
suspected illegal activity or to investigate violations of the "dyos solutions
GmbH" User Agreement and any other applicable policies.a

●

We may share your information with other third parties with your consent or
direction to do so.

If you establish a "dyos solutions GmbH" Account indirectly on a third party website or
via a third party application, any information that you enter on that website or application
(and not directly on a "dyos solutions GmbH" website) will be shared with the owner of
the third party website or application and your information will be subject to their privacy
policies.

HOW PERSONAL INFORMATION IS SHARED WITH
THIRD-PARTY SITES AND SERVICES
If you use your "dyos solutions GmbH" Account to transfer Digital Currency in
connection with the purchase or sale of goods or services, we or you may also provide
the seller with your shipping address, name, and/or email to help complete your
transaction with the seller. The seller is not allowed to use this information to market
their services to you unless you have agreed to it. If an attempt to transfer Digital
Currency to your seller fails or is later invalidated, we may also provide your seller with
details of the unsuccessful transfer. To facilitate dispute resolutions, we may provide a
buyer with the seller's address so that goods can be returned to the seller.
In connection with a Digital Currency transfer between you and a third party, including
merchants, a third party may share information about you with us, such as your email
address or mobile phone number which may be used to inform you that a transfer has
been sent to or received from the third party. We may use this information in connection
with such transfers to confirm that you are a "dyos solutions GmbH" customer, that
Digital Currency transfers are enabled, and/or to notify you that you have received
Digital Currency. If you request that we validate your status as a "dyos solutions GmbH"
customer with a third party, we will do so. You may also choose to send Digital Currency
to or request Digital Currency from an email address. In such cases, your user name will
be displayed in an email message notifying the user of the designated email address of
your action.
Please note that merchants you interact with may have their own privacy policies, and
"dyos solutions GmbH" is not responsible for their operations, including, but not limited

to, their information practices. Information collected by third parties, which may include
such things as contact details or location data, is governed by their privacy practices. We
encourage you to learn about the privacy practices of those third parties.
If you authorise one or more third-party applications to access your "dyos solutions
GmbH" Account, then information you have provided to "dyos solutions GmbH" may be
shared with those third parties. Unless you provide further authorisation, these third
parties are not allowed to use this information for any purpose other than to facilitate
your transactions using "dyos solutions GmbH" Services.

